- KT LD

M—\RE - ERREEIB] £&8
¥ EMNE © DNS, WEB, FILE, MAIL % — DA ZFRE L, AWS CORES L2 BET 3
7% A b ¢ CentOS HUEAMEE 4 B Rkt 132> AEEH

0. PRk

AWS TOH — "R EZFE T EIC, Linux 3L 0F v P 7 =2 BT 2 HEANEZFEHL C
BB RW
EMLinux

Linux i34 —7v 7 —2Z2D OS T, FICH—"BRTILLFHINTWS
CUIBRiCa~y FEHEHAL CETEE3
B3 7 Linux 2~ v F—&

cat 7 7 A NVARER
cd ALy b T4aL 27 F)OBE 5l L TR VN T/ v T 1ok

chgrp 77AN T AL ) DRI NV— T RIS
chmod TF7AN - FTA4LZ ) DNR—I v aVvEER
chown TF7AN T 4L 7N OFFEE AL E

cp T77ANDIE—

date HEE DR

diff TOoDT7 7 ANDESEHT

dig FAAVEDPSLIPT FLARAZHRHRS

echo KRNI 5 VEALZ PRI [>] FEX [>>] B3
exit us 7y b5, TukAEKRTT5

find TZr7AN T 4L 7 MY OBER

grep XN %R T 5 TANFA—F 1T 1?2] FEOXTH] ]
hostname +Z M EFR, KE

Is 77 Ar—BEoR R -] FElFR T-a] BL7 74 bR
mkdir T 4L 27 U OERR
mv TZr7AN T4 L7 M) DOBE, VA — L

nslookup FAA VY#2HIPT7 FLRAEHFHNRS
passwd L —HF DR — FELHE

pwd ALV bh T4 L2 Y O RDRR

rm TZr AN T4 L7 Y OHIER

sed XFHEL - AT OHIFR

su a—F 2PV EZ5

sudo HELZ2—F—Ta~vv FZET root 2—¥— (FHEL—¥—)

tail 7 7 ANDKEE TR

vi 7 7 AL OfFEE (1] XFEATT [Esc) avwwb AJ) Tiwql PREERET [/ #sR
yum Xy — Y OEAE - R



- KT LD

1. AWS EBEEE:
BMAWS (Amazon Web Services)
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EBIND
Linux TO DNS#—»~"Y 7 v =7
Xy —3I%  bind
A VRF—
$ su-
# yum —y install bind
CWET T AN
/etc/named.conf
- — e XEH) (FATIE 1T OK)
# systemctl start named
- HEpEEE) ON (%17 1 [1l¢ OK)
# systemctl enable named
C YRR GBUET 7 AN HEEBA KA LICRTT2)
# systemctl restart named
CRETZTANDANY 7T v T (KERT7 7 ANVEEET ZHICIEILT ANy 7T v 75 2)
# cp —p /etc/named.conf /etc/named.conf bkl
WE 7 7 4 LV (/etc/named.conf)
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WiEE2 -1 [ Fy v ad—"WEO: [ vE2 =3y F DLHIFRETE 5
[pubdns.inet]

[root@pubdns.inet ~]# cat /etc/named.conf

options{

I3

directory "/var/named";
recursion yes;

allow-query { any; }

zone "." IN{

type hint;

file "named.ca";

—/etc/named.conf DF H % FKRxT 5
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[root@pubdns.inet ~]# cat /var/named/named.ca >V —v 77 AroF G EFRR
(—HRE )

518400 IN NS a.root-servers.net. —h=M-n 44

518400 IN NS b.root-servers.net.

518400 IN NS c.root-servers.net.
a.root-servers.net. 518400 IN A 198.41.0.4 —V=M-n" TF VA(v4)
b.root-servers.net. 518400 1IN A 199.9.14.201
c.root-servers.net. 518400 IN A 192.33.4.12

[pc.aws.test]
[root@pc.aws.test ~]# cat /etc/resolv.conf —/etc/resolv.conf O H1 5 % KR
nameserver 10.0.0.11 -G bE DNS =N (Fr v vad—oN) ZIEE

[#:5E] dig =~ v FCfifgi2 (nslookup TH X\»)

[root@pubdns.inet ~]# dig +short www.google.co.jp @10.0.0.11 —Fryyad-n" IZTH VAR &+
172.253.63.94

[root@pc.aws.test ~]# dig +short www.yahoo.co.jp @10.0.0.11
edgel2.g.yimg.jp.
182.22.25.252

WMEE 2 — 2 [dns.aws.test DERTE © aws.test F X 4 Y NOLRIfELRSTX 3 |
(cisco.test b MMy ¥ [AlFR)

[dns.aws.test)

[root@dns.aws.test ~ |# cat /etc/named.conf SHE7 7 ANVHAE
options{
directory "/var/named"; - — v 77 A VDR
// recursion no; >HREEWEbEZZ T T R
allow-query { any; };
b
zone "aws.test" IN{ —aws.test V— VY ZATF—F AV b
type master; SR A TNE~RRZ (FF74=)
file "aws.test.zone"; -V —v 77 A N4% /var/named/aws.test.zone
b
[root@dns.aws.test ~ |# cat /var/named/aws.test.zone >V =7 P ANLHRE
$TTL 3H —SECEbEF v v v 2 BRI 3 R
@ IN SOA dns.aws.test. root.aws.test. ( DA =LY = NEEHE A LT FL X
2020100101 ;serial SV TP ANDANN— gV
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1D ;refresh
1H ;retry
1W ;expire
3H) :minimum
aws.test. IN NS dns.aws.test. —aws.test.} MyDi-L-n" 1% dns.aws.test.
aws.test. IN MX 10 srv.aws.test. —aws.test.} MYDA-W-n" T srv.aws.test. 10 [FEFEE
dns.aws.test. IN' A 10.0.1.11 —dns.aws.test.® 7 F L X% 10.0.1.11
srv.aws.test. IN' A 10.0.1.12 —srv.aws.test. D7 F L A1 10.0.1.12
(3]
[root@pc.aws.test ~]# dig +short SOA aws.test. @10.0.1.11 —SOA |&EH
dns.aws.test. root.aws.test. 2020100101 86400 3600 604800 10800
[root@pc.aws.test ~]# dig +short NS aws.test. @10.0.1.11 -G = AP =N
dns.aws.test.
[root@pc.aws.test ~]# dig +short MX aws.test. @10.0.1.11 — A — LY — N
10 srv.aws.test.
[root@pc.aws.test ~]# dig +short dns.aws.test. @10.0.1.11 S>3 —LP =T FL R
10.0.1.11
[root@pc.aws.test ~]# dig +short srv.aws.test. @10.0.1.11 S A=Y —=NT LR
10.0.1.12

WiEE 2 — 3 [dns.test DFRIE test F A A VHNOLBIERNSTE 3 |

[dns.test]
[root@dns.test ~]# cat /etc/named.conf —SRE7 7 A NVHAR
options{

directory "/var/named";
// recursion no;

allow-query { any; };
b
zone "test" IN{

type master;

file "test.zone";

b
[root@dns.test ~|# cat /var/named/test.zone > =V 7P ANLHR
$TTL 3H
@ IN SOA dns.test. root.test. (
2020101301 :serial
1D :refresh
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1H ;retry
1W ;expire
3H) :minimum
test. IN NS dns.test. —test F X A4 YV Di-D-n ETF VA
dns.test. IN' A 10.0.0.13
aws.test. IN NS dns.aws.test. —BL T D aws.test F X A4 ¥ Df=LF-»n" L TF VA
dns.aws.test. IN' A 10.0.1.11
cisco.test. IN NS dns.cisco.test. —Ht T D cisco.test F X A ¥ Df=LF-»" & TF VA

dns.cisco.test. IN A 10.0.2.11

[#3E] pc.aws.test 2> 5 cisco.test N A A v DX HilERS
[root@pc.aws.test ~]# nslookup -type=SOA cisco.test 10.0.0.13
cisco.test
origin = dns.cisco.test
mail addr = root.cisco.test
serial = 2020100801
refresh = 86400
retry = 3600
expire = 604800
minimum = 10800
[root@pc.aws.test ~]# dig +short NS cisco.test @10.0.0.13
dns.cisco.test.
[root@pc.aws.test ~]# dig +short MX cisco.test @10.0.0.13
10 srv.cisco.test.
[root@pc.aws.test ~]# dig +short dns.cisco.test @10.0.0.13
10.0.2.11
[root@pc.aws.test ~]# dig +short srv.cisco.test @10.0.0.13
10.0.2.12

WEHE2 -4 (V= b —NDORE : V— b T =00 test F A A VYINOHFIFRHTE 2 |
[rootdns.inet]
[root@rootdns.inet ~]# cat /etc/named.conf —KET7 7 A NVHE
options {
directory "/var/named";
allow-query { any; };
// recursion no;

|5
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zone "." IN {
type master;

file "root.zone";

b
[root@rootdns.inet ~]# cat /var/named/root.zone - =7 7 A AR
$TTL 3H

@ IN SOA rootdns.inet.  root.inet. (
2020101501 ; serial

1D ; refresh

1H ; retry

1W ; expire

3H) : minimum

IN NS rootdns.inet. = — b D=L ETH VA
rootdns.inet.  IN A 10.0.0.12
test. IN NS dns.test. - T D test F XA ¥V Df=bF-n" L TF VA
dns.test. IN A 10.0.0.13

[#3E] pc.aws.test 2> 5 rootdns.inet -~ cisco.test N X A v D\ Hb 1
[root@pc.aws.test ~]# nslookup -type=SOA cisco.test 10.0.0.12
Non-authoritative answer:
cisco.test
origin = dns.cisco.test
mail addr = root.cisco.test
serial = 2020100801
refresh = 86400
retry = 3600
expire = 604800
minimum = 10800
Authoritative answers can be found from:
cisco.test nameserver = dns.cisco.test.
dns.cisco.test internet address = 10.0.2.11
[root@pc.aws.test ~]# dig +short NS cisco.test @10.0.0.12
dns.cisco.test.
[root@pc.aws.test ~]# dig +short MX cisco.test @10.0.0.12
10 srv.cisco.test.
[root@pc.aws.test ~]# dig +short dns.cisco.test @10.0.0.12
10.0.2.11
[root@pc.aws.test ~]# dig +short srv.cisco.test @10.0.0.12
10.0.2.12
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WiHE2 -5 [Fr v a2t —NRED: L— ¥ —% rootdns.inet I L CTHHTFR ]
[pubdns.inet]
[root@pubdns.inet ~]# cat /etc/named.conf —SRE7 7 A NVHAR
options{
directory "/var/named";
recursion yes;

allow-query { any; };

b
zone "." IN{
type hintg;
file "named.hint";
b
[root@pubdns.inet ~]# cat /var/named/named.hint > — v 77 A AAR
$TTL 3H
@ IN SOA pubdns.inet. root.inet. (
2020102001 :serial
1D ;refresh
1H ;retry
1W ;expire
3H) :minimum
IN NS rootdns.inet. —)—FrHF—="ONSLa—FELALa—F

rootdns.inet. IN A 10.0.0.12

[#:ZF) pc.aws.test 7> & pubdns.inet (F % v & 2% — %) ~HHEifER
[root@pc.aws.test ~]# dig +short SOA aws.test. @10.0.0.11
dns.aws.test. root.aws.test. 2020100101 86400 3600 604800 10800
[root@pc.aws.test ~]# dig +short NS aws.test. @10.0.0.11
dns.aws.test.
[root@pc.aws.test ~]# dig +short MX aws.test. @10.0.0.11
10 srv.aws.test.
[root@pc.aws.test ~]# dig +short dns.aws.test. @10.0.0.11
10.0.1.11

[root@pc.aws.test ~]# dig +short srv.aws.test. @10.0.0.11
10.0.1.12

B — 77 i VEREDOEET

ERECHEMERETIEY — v 77 AVIZERL TEL LRSS
BHERE T 25 E 1L, SOA>NS—>MX—A DJEICE & & CTilikd 3
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$ORIGIN {5 &, FAA v4% @] ICEEHZ 2L TES

[ TROLLBRWETIEI N AL V42 HEfTEE R 5
§ED [@] & $ORIGIN |3EBHETX 3
[dns.aws.test])

[root@dns.aws.test ~|# cat /var/named/aws.test.zone
$TTL 3H

$ORIGIN aws.test.
@ IN SOA dns root (
2020100101 ;serial
1D ;refresh
1H ;retry
1W ;expire
3H) :minimum
IN NS dns
IN MX 10 srv

dns IN A 10.0.1.11
STV INA10.0.1.1
| PUGIES
W Z I T RETIE R
IP 7 FL A% DIEFICIE~ 2

=Y —=v 77 AL (BE)
I 2 &

JHICHE| & DY —v % RTI T F A4 4 (in-addr.arpa.) 22 %

WETT7ANMCYS —VATF— P AV FEBEINT 3

V=77 A MICSOALaZ—F, NSL=a2—F, PTR L a2— F%h

[dns.aws.test)

[root@dns.aws.test ~|# cat /etc/named.conf —ZRE

options{
directory "/var/named";
recursion no;
allow-query { any; };

b

zone "aws.test" IN{
type master;

file "aws.test.zone";

77 ANDOHRE

|5

zone "1.0.10.in-addr.arpa." IN { —WiglE DYy —v AT — AV FEBEN
type master;
file "aws.test.rev";

|5
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[root@dns.aws.test ~ |# cat /var/named/aws.test.rev > =TT ANDOHE
$TTL 3H
@ IN SOA dns.aws.test. root.aws.test. ( —SOALVa—FiixoD%
2020100101 :serial
1D ;refresh
1H ;retry
1W ;expire
3H) :minimum
1.0.10.in-addr.arpa. ~ IN NS dns.aws.test. —NS L o2 — Fidah
11.1.0.10.in-addr.arpa. IN PTR dns.aws.test. —PTR L 22— Fidah
12.1.0.10.in-addr.arpa. IN PTR srv.aws.test.
(k]

[root@dns.aws.test ~]# dig +short SOA -x 10.0.1 @localhost
dns.aws.test. root.aws.test. 2020100101 86400 3600 604800 10800

[root@dns.aws.test ~]# dig +short NS -x 10.0.1 @localhost
dns.aws.test.

[root@dns.aws.test ~]# dig +short -x 10.0.1.11 @localhost

dns.aws.test.

[root@dns.aws.test ~]# dig +short -x 10.0.1.12 @localhost

srv.aws.test.

13
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3. Web —/\1BZE
WHTTP oAl (A7 — b L R#fE)
U ITATVE> <Web #— >
(72 9%) P D3way NV F¥ x4 7
© @HTTP Y 7z} '
@HTTP L A& v &
@Y

v

v

A

A
v

B Apache
Linux TD Web %=y 7 b7 =7 C, A THRIEDNL T2
Ny =4 httpd
c f VR P—=2L
$ su-
# yum —y install httpd
CRET T AN
/etc/httpd/conf/httpd.conf
DT VRET AL B
[var/www/
- —e s (%4713 1 1T OK)
# systemctl start httpd
- AEEEH) ON (%1713 1 [al¢ OK)
# systemctl enable httpd
Y- AHEE) (RE7 7 ANEHFSWZ B EICETTS)
# systemctl restart httpd
CRETTANDNYy 7T v T (RERT7 7 ANEEET LA T ANy 2T v 75 3)
# cp —p /etc/httpd/conf/httpd.conf /etc/httpd/conf/httpd.conf bk

W:E 7 7 4 v (Jete/httpd/conf/httpd.conf)
TALZT 47X 1{TIC 1 Db
2Ry FREHIC [#] (TO@FL a2y MUZTE W)
<Directory “7 4 L 7 + U “>

FALIZT 4T EBREAR
FALIZT 4T EBREAR
</Directory>

(DDocumentRoot 11947H NI T 2 F—2_—YavF vV EEETLET 4L 2 P VIEE
(2ServerAdmin 86 1TH 774TVMTIR I 17-2vv=y WICEEE T 2 VWHbEhkT7 FL X
(3®)ServerName 951TH H—"PHOHEZRTEZICHEIFTR ML EF—2EE
@Directorylndex 164 fTH T AL 27 FVORIEEI N ZWHHT 774104

14



B VNC(Virtual Network Computing)
dy b7 =7 bz a v ¥ a— 2% GULEIRERES 2 71 ban
Windows D13V €= b7 A7 by 7LIFEN T 2

BVNC 2tz 2 X9 ic$ 2 FE

utty 3% 0 SR
putty OYEA— K putty ®ix Y JC

- KT LD

— Kk

-

Wind Li
indows 5901 Z{ 5901 inux

4 / / N

Putt g:) OpenSSH
o J

5901 5901
4 4 N
VNC Viewer VNC Viewer & o 7 s . VNC Server
erver J) I5¥
~ 7y TR AN T B , N =
) (ZHEES DR — b
Aeh e ™
MATE Desktop

o J

[VNC 4 —-~fif]
sudo passwd root
>N — FRE
su -
—FitEE — P~
amazon-linux-extras install -y mate-desktopl.x
echo PREFERRED=/usr/bin/mate-session > /etc/sysconfig/desktop
—mate-desktop D 4 ¥ A b — )L & {IHHERE
yum -y install tigervnc-server
—VNC Server 4/ ¥ A F —b
mkdir /home/ec2-user/.vnc
chown ec2-user:ec2-user /home/ec2-user/.vnc
chmod 755 /home/ec2-user/.vnc
—VNCHORL 7+ v X2 L, ATA#E, X—IvvaviaZHl
echo X X X X | vncpasswd -f > /home/ec2-user/.vnc/passwd

chown ec2-user:ec2-user /home/ec2-user/.vnc/passwd
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chmod 600 /home/ec2-user/.vnc/passwd
SVNCHOART = F 7 7 A VZ B L, FiA&E, X—1vya v e &R
SNZT —Fid [ XX XX
cp /lib/systemd/system/vncserver@.service /etc/systemd/system/vncserver@.service
sed -i's/<USER>/ec2-user/' /etc/systemd/system/vncserver@.service
—VNC Server DYIIARRIE % 1T
systemctl daemon-reload
systemctl enable vncserver@:1
systemctl start vncserver@:1
—VNC Server ® HE)ELE) ON & i&LH) % EAT
RS — M &S 1 2158 (BRIP40 TAL I 5901)
ss -atun | grep :5901
—5901 K= BV vy AV LT3 L EHMER

{PuTTy]
ﬁ PuTTY Configuration by
HF UG
Coes ~ T Il P e L s W E W
- EEREE A b T—F

CJo—hnd— oA Fhdigissit Ah (D
CIUE— bt — MEEHE (SSH-2 D3E
I EFEH - HIFR(R)

Lag01 localhost:5901

e Al o= i el S =1 16

= HE) S
EDFED
® o—hLiL
® ga&hiL)
More bugs v
ot [mwa || mho
{TigerVNC]
VNC Viewer: Connection Details ‘
VNC serverl localhost:1] i |
| |
| Options... l ‘ Load... I { Save As... I
| About... I Cancel I I Connect 7~ ‘ I
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W5 3 — 1 [srv.aws.test # Web #— N3 % |

[srv.aws.test])

[root@srv.aws.test ~]# cat /etc/httpd/conf/httpd.conf SBET 7 AANE (—)
314TH ServerRoot "/etc/httpd" —Apache 234 YA F —AENTVBBEFAL b Y
421TH Listen 80 LB EA— R v RV LT
66 TTH User apache
67 1TH Group apache
86 fTH ServerAdmin root@aws.test:80 S WS bEEA LT FL AW
951TH ServerName srv.aws.test:80 SRR ML E— b RLE
1191TH DocumentRoot "/var/www/html" b7 N =Y @ html TV E RIEE 25 AL
164 TH  Directorylndex index.html ST AVINDORIEEINHD 7 7 4 L4

[#EF) 2947 v FPCOTITIHFnE srvawsttest ICT 7 AL TY 2V H L=_R—I ZRKIR
(TigerVNC TH#fi L, ¥ — "D IP 7T FL RIZT 7+t )

VNC Viewer: Connection Details

pc.aws.test I SSH &%
TigerVNC CHefe

VNC server] localhost:1|

| options.. || road. || savess.. |
@ [ Cancel H Connect ""'I

WVNC authentication

| | N7 —F AN

cancel || ok /|

pc.aws.test:1 (ec2-user) - TigerVNC

Places System
IS Accessories » 777 ¥ L

@ Intemet » |Gy Chromium Web Browser

1O} System Tools » Thunderbird

@ Test Page for the Apache | X 4 —

« C @ Notsecure | 10.0.1.12

Test Page P—="DIP 7 FLRAAN

o N —_—

This page is used to test the proper operation of the Apache HTTP server after it has been L/VC ‘7 -T—}I/j]‘L\J\ /i'%/]\

installed. If you can read this page, it means that the Apache HTTP server installed at this site is

working properly.

If you are a member of the general If you are the website administrator:

ublic:

" You may now add content to the directory

The fact that you are seeing this page /var /waw/htal/. Note that until you do so,

indicates that the website you just visited is people visiting your website will see this page,

either p L oris and not your content. To prevent this page

routine maintenance. from ever being used, follow the instructions in

the file /etc/httpd/conf.d/welcome. conf
If you would like to let the administrators of

this website know that you've seen this page You are free to use the image below on web
instead of the page you expected, you should sites powered by the Apache HTTP Server.
send them e-mail. In general, mail sent to the

name “webmaster” and directed to the w by 24
website's domain should reach the appropriate APACHE
person.
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WY Vh L=V DOEH
VINHALR=V R ZDFEERRIEE L, F—ANFRBHONTL I S EfErd 3
7z H L= VHIER (SR ARTZEE)
# mv /etc/httpd/conf.d/welcome.conf /etc/httpd/conf.d/welcome.conf_bk
ROV DF 7 40 b == BERK
#vi /var/www/html/index.html
KT TN ER=UDBEFEL WG E, T4 L2 ) OREER IR 2 ISR Y fEkk
/etc/httpd/conf/httpd.conf 7 7 4 LN D Options Indexes FollowSymLinks % =2 £ v/ + L. (#)
W 7ER
ARV IDRRETL72LICR 7 7 A VITRFFL T 5
-7 7kAws  /var/log/httpd/access_log
L7 —us /var/log/httpd/error_log
v 7% YT NAEALICHER  tall -f  /var/log/httpd/acces_log
[ H%?'JAZIO*H:
BEHCTIIRZRIEL W &R TH 5
@date a v v N CHIERA % iR
QEA LY —=VBET 7 ANDVBRREFEDHITIC I L —F 5
cp -p /usr/share/zoneinfo/Japan /etc/localtime
(3/etc/sysconfig/clock % fitE
#7ZONE="Asia/Tokyo”
#UTC=false
B Apache 523
RiL2 X2 —FDHT 72 XA TELLHICT D
- Basic #2AlE
N2 — FxIEFL 2w
53 li@mlﬂT R RRREIC I3 & 7w
- Digest ion
N — FxIEE{T 5
WIGT 2= 2547 F (Web 777 7)) 2SphE
WA
@/var/www/html ICFEFET 4 L 7 + U AERK
@5 4 v 7 F VI index.html {EK
(3®/etc/httpd/conf IZFEEE 7 7 4 MERK
(Basic iZ.htpasswd, Digest (Z.htdigest)
RAEH ID LR — V2 &igT 57740
@/etc/httpd/conf.d ICFERERXE 7 7 4 MAERK
(Basic 1% auth_basic.conf, Digest |% auth_digest.conf)
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IJLHJ_.ET/f 1/7]‘J"P5?/f7 %*Eij—5774)\/
Ghttp://TP 7 FLR/T AL 27 VLT 72 AT5LID L ANRT—FANZRDOLND

W5 3 — 2 [Digest a8ilf © srv.aws.test (Web ¥ ) ICFRAEY A4 b 2T %

[srv.aws.test]

# mkdir /var/www/html/secretd —Digest sdlt 7 4 L 2 b UAERK
# vi/var/www/html/secretd/index.html —index.html {E %
<html>

<body bgcolor="#e0ffff">
AWS Digest Authentication Page
</body>
</html>
# htdigest -c /etc/httpd/conf/.htdigest 'Digest-Auth' studentd — —F¥FE7 7 4 AERK
—2 B HLREZ-c A7 3 v AE T 58RI My 54 & Z8aE 2 — ¥ 1D
N2 —F & AN1FT 5L, ID &2 7 — FA3k v b Chtdigest 77AVICFIFR S L 5

# vi/etc/httpd/conf.d/auth_digest.conf — —F¥AEERIE 7 7 4 )V & FHUERK

<Directory "/var/www/html/secretd"> —RREET 4 L2 B Y (HEf ¥ R)
AuthType Digest — kx4 7
AuthName "Digest-Auth" —FRE F A A v
AuthUserFile "/etc/httpd/conf/.htdigest" —PEEH 7 7 A v (oY)
require valid-user —RAHC I L e 22— 2 FFr[ 5

</Directory>

G

VNC##eL 722 74 7 v + PC 25 http://10.0.1.12/secretd I T 7 & &
uquID ERAT—FRANTEER—UN %Téﬂ%
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4. MAIL H—/\pEEE
WA EY 7 by 2T
- Postfix
F =TV = ADEEHDA =AY —N—HYV 7+ 7T
+ Dovecot
F =TV = ADZEHDA =AY —N—HYV 7+ T T
- Thunderbird
Mozilla #&ffto+—7v Y =207 54TV FHA—=ALY 7 b

W — V(S Dt

ESMTP Tnet labK A4
UROA—I R

@net.labF A1~ OMXL
I-FERULEDHY

WA~ F OMailBoxt YL »

. .
SRErE . bind | | %X,
Sewsnprvilyd — :

SPOPTRE AIPOPTnet labk #
AOROA—ILER

[P4—/{—DIP BPOPYH—/\—DIP7
REFLE DY FLAZELADHE

. Y § S

....................

LEmY DA—LBEREEET
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WA X
lab } #4¥ 10.0.0.0/24 ns.lab
10.0.0.11
DNS ¥ — %

ﬁv N #47(10.0.1.0/24) \ 6t N #47(10.0.2.0/24) \

ns.srv.lab mail.srv.]ab ns.net.lab mail.net.lab
10.0.1.11 10.0.1.13 10.0.2.11 10.0.2.13
DNS # — .~ MAIL ¥ — DNS % —3 MAIL #—
pc.srv.lab pc.net.lab
10.0.1.101 10.0.2.101
77477F PC 77477+ PC

N AN !

BiEE4 -1 [ A=A —~"FEQD : taro@srv.labo 7> 5 HOIIC X — LV % iEZ(ET 5

[mail.srv.lab)

su—
—IEEE—F (root =2 —¥) 1Y) Frz

yum -y install dovecot mailx
—dovecot,mailx # £ v X b —L

sed -1 -e 's@nameserver 8.8.8.8@nameserver 10.0.0.11@' /etc/resolv.conf
—DNS % 10.0.0.11 ic %55

dig +short pc.srv.lab
— [10.0.1.101] 2’FRREhd

cp -p /etc/postfix/main.cf{,_bk}
SRETZTFANNY I T VT

sed -1 -e 's@#myhostname = host.domain.tld@myhostname = mail.srv.lab@' /etc/postfix/main.cf
- A P BEE

sed -i -e 's@#mydomain = domain.tld@mydomain =srv.lab@' /etc/postfix/main.cf
—FX4 vHEH

sed -i -e 's@inet_interfaces = localhost@inet_interfaces = all@' /etc/postfix/main.cf
—HR—F 25 221/FTY v Xk

sed -1 -e 's@ mydestination = $myhostname, localhost.$mydomain, localhost@&, $mydomain@'
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/etc/postfix/main.cf
SHRA AT FLRELTRFAAL Y (srvlab) ZFFA]
sed -i -e 's@#mynetworks = 168.100.189.0/28, 127.0.0.0/8@mynetworks = 10.0.0.0/16,
127.0.0.0/8@' /etc/postfix/main.cf
—H¥nik 7t NW & L€ 10.0.0.0/16 % &)
sed -i -e 's@#home_mailbox = Maildir/@home_mailbox = Maildir/@" /etc/postfix/main.cf
— X =LKy 7 R DG % iR E
diff /etc/postfix/main.cf{,_bk}
—EXIE D 2257 % Mk
systemctl restart postfix
Y- R HIEE) L, BROE % M
cp -p /etc/dovecot/conf.d/10-mail.conf{,_bk}
—SRET TANNY IT VT
sed -i -e 's@# mail location = maildir:~/Maildir@mail location = maildir:~/Maildir@'
/etc/dovecot/conf.d/10-mail.conf
—> A= )VRy 7 ZADEHT % BRE
diff /etc/dovecot/conf.d/10-mail.conf{, bk}
—EIE D 725y % R
cp -p /etc/dovecot/conf.d/10-auth.conf{,_bk}
—SRET TANNY I T T
sed -i  -e 's@#disable_plaintext_auth = = yes@disable_plaintext_auth = no@'
/etc/dovecot/conf.d/10-auth.conf
— PR % B A]
diff /etc/dovecot/conf.d/10-auth.conf{, bk}
—EIE D 757 % MR
cp -p /etc/dovecot/conf.d/10-ssl.conf{,_bk}
SWETTANNY I T v T
sed -i -e 's@ssl = required@ssl = no@' /etc/dovecot/conf.d/10-ssl.conf
—SSL Tl 7z POP $¢ % & n]
diff /etc/dovecot/conf.d/10-ssl.conf{, bk}
—RXIE D 7257 % WEsR
systemctl start dovecot
-3 — v ZEH)
systemctl enable dovecot

—%— ' 2 HEjEEH ON

useradd taro —taro T — HIBM
passwd taro —PW #&E [tarol23]
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[pc.srv.lab]
Putty ® b v A 1D u —AAEE L5901
Putty ® b v A 1D Y E— FXE localhost:5901
TigerVNC £&#tiXE localhost:1

(#GE]
pc.srv.lab i VNC ##¢ L. Thunderbird T taro@srv.lab 3giC A — V%1% 5

5) ' : @

ourname: oA WO ool

Email address: Your existing email address
psswors || D= — ¥ taro@srv.lab F

vARemember password

o
&

Cancel Continue
Your name: | taro Your name, as shown to others
Email address: = taro@srv.lab Your existing email address

Password:  ©000000

[v#Remember password

r hostname Port SSL Authenticatior

Incoming: IPOP3 v I mail.srv.lab 110 v None v Normal password v

=
Outgoing: SMTP mail.srv.lab v || 25 v | | None v | No authentication v @-ﬁ-_‘,\“ 1/% 7]-“’ __]\%
N S
Username: Incoming taro En==1
X e
Advanced config Cancel Re-test Done

QFKEIC DWW T D Warning! DA 23 % 25, F = v 7 L T Done

L} Get Messages v CJchat R Address Book | ° ]~ 7 Quic te @Write
v - taro@srv.lab = R
& Inbox Thunderbird Mail - taro@srv.lab

& Trash

File Edit View |Insert Format Options Tools Help

Ao Spelling ~ & Security v [ Save v

From: taro <taro@srv.lab> far

To: §taro@srv.lab
Subject:

Body Text v Variable Width v A NN |AAA|E

est mail,

A —ViElE

<t

®H
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IE;,!Get Messages Jv  # Wiite v CJcChat R Address Book | O A —N3ZfE
v taro@srv.la:') & =

%) Inbox Thunderbird Mail - taro@srv.lab

Sent

& Trash

WiEE4 -2 [ A= P —"FED : taro@srv.lab 7> & jiro@net.lab ~ X — L % XZ(E T % |
[mail.net.lab)
HE4 -1 LELCHNEZHRE (Z2—FIHFRDOALUT)

useradd jiro —taro L — BN
passwd jiro —PW i%iE [jiro123]
[pc.net.lab)

Putty ® b v A LD\ — A VEE L5902

Putty ® b v A 1D Y E— FXE  localhost:5901

TigerVNC ##tiX & localhost:2

(k]

pc.srv.lab iZ VNC #§t L. Thunderbird T jiro@net.lab 5812 A — L % 3% %
pc.net.dab i VNC $2#¢ L. Thunderbird TAXA—L%%{53 %

WSASL (42 L)
TEFTL—LT— T, A TR Faney 7 by o T REEE & Bt

SMTP 1&7 7 # v b CRAGEICHIG L Tz

SASL Z{HF L T SMTP FZilZ B2 &, A —ViEERFIC SR T — FO AN A
ANLBA =N H L 72D

Wi 4 — 3 [SASL B%E : taro@srv.lab 225 A — L%k % L ZIC R T — F AN %KD 3 |
[srv.net.lab)
su—
—FiHEE— F (root =—¥) 1Y) v &z
cp -p /etc/postfix/main.cf{,_bk2}
—main.cf Z main.cf bk2 & LT Nv 7T v 7
echo "
##smtpauth setting
#SASL GREEZ AT
smtpd sasl_auth_enable = yes
HRAEY) LT 3 A Era], ARRERBIT RS
smtpd_recipient_restrictions = permit_sasl_authenticated, reject_unauth_destination
#Anonymous #2alt % 15

smtpd_sasl_security_options = noanonymous
p y_op y
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#outlook T SASL Rk %z 2 X HiIcF 3%,
broken_sasl_auth_clients = yes

#SASL GEALCHIS 2 F A 4 v 2 465E
smtpd_sasl_local_domain = ¥$myhostname
#Dovecot-SASL #1335

smtpd_sasl_type = dovecot

#Dovecot-SASL T35V 7y b7 74 v
smtpd_sasl_path = private/auth
#VRFY 2= v F &t

disable_vrfy_command = yes" >> /etc/postfix/main.cf

—SASL %7€ % main.cf I\ZEN (vi /etc/postfix/main.cf 2> 5HiBFE L TH X v»)
diff /etc/postfix/main.cf{,_bk2}
—RRIE L D 725y T WERR
systemctl restart postfix
—postfix % FHECH)
cp -p /etc/dovecot/conf.d/10-master.conf{,_bk}
—10-master.conf % 10-master.conf bk & L TNy 77 v 7
sed -i -e '96,98s@#@@' /etc/dovecot/conf.d/10-master.conf
—96 fTH. 98 THD#% Hlkx
sed -i-e '981¥  user = postfix' /etc/dovecot/conf.d/10-master.conf
—98 fTHIC Tuser = postfix] # B/
sed -i-e'991¥  group = postfix' /etc/dovecot/conf.d/10-master.conf
—99 fTHIC lgroup = postfix] #iE]
diff /etc/dovecot/conf.d/10-master.conf{, bk}
SEREZE D77 T R
systemctl restart dovecot

—dovecot % FiELH)

[pc.srv.lab]

.
= INDOX Thunderbird Mail - taro@srv.lab

B Sent
4 Trash

v Local Folders [ Email VNC ##% L C Thunderbird &)

§§ Trash
Read messages taro T H 7V F DEE

25 Outbox
Write a new message

| Accounts

( l Ulew se“mgs or !HIS ECCOUHEl
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5] S @

v - taro@srv.lab Outgoing Server (SMTP) Settings
Server Settings
Copies & Folders ‘When managing your identities you can use a server from this list by selecting it as
Composition & Addressing the Outgoing Server (SMTP), or you can use the default server from this list by
Junk Settings selecting "Use Default Server®. .
Disk Space taro - mail.srv.lab (Default) SMTP %ﬁ%
Return Receipts
Security

v ® Local Folders
Junk Settings

B3]

Settings

Description: |

Server Name: = mail.srv.lab

Port: 25 % | Default: 587

Security and Authentication

Connection security: None v %ﬂ%ﬁﬁ(ﬁ e j: E% T 5

Authentication method: | Password, transmitted insecurely v

User Name: taro
Cancel I OK I
o )
vi taro@srv.lab Outgoing Server (SMTP) Settings
Server Settings.
Copies & Folders When managing your identities you can use a server from this list by selecting it as
Composition & Addressing the Outgoing Server (SMTP), or you can use the default server from this list by
Junk Settings selecting "Use Default Server*.
Dk space
Aetium Aecckots taro - mail.srv.lab (Default) Add...
Security Edit...
~ = Local Folders
Junk Settings

Disk Space
+ Outgoing Server (SMTP)

Details of selected server:
Description: <not specified>
Server Name: mail.srvlab
Port: 25
User Name: taro
Authentication method: Password, transmitted insecurely
Connection Security: None

Account Actions v

[#REE] taro@srv.]ab 225 X — %K% L XAV —FAN1% ko b2

O . 1 2] asl
File Edit View |Insert Format Options Tools Help
4 Send |I A Spelling v & Security v [ Save v

From: taro <taro@srv.lab> taro@srv./ab
To: firo <jiro@net.lab>

Body Text v | Variablewidth v | H- Av A" A' | A

sasl test l

& ~ Enter your password for jiro on mail.net.lab:

NRZT —F AN L& A — 3k nsgn
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BSASL Di%fE PW ZHIFRS 2 FE

[s ) ACCOUNtISEttin (£3)

v = taro@srv.lab Outgoing Server (SMTP) Settings
Server Settings
Copies & Folders When managing your identities you can use a server from this list by selecting it as
Composition & Ad ing the Outgoing Server (SMTP), or you can use the default server from this list by
Junk Settings selecting "Use Default Server”. SMTP i%%*}i‘ [/ T Add
Disk Space =
Retio: Rocciits taro - mail.srv.lab (Default)
Security Edit...

v *® Local Folders
Junk Settings
Di pace Remove

E3 Outgoing Server (SMTP) St Oarot

Settings

Description: l 2 I
Server Name: | mail.srv.lab I Description %fff%—: @EU)’C? I3 %
Port: E Default: 587

Security and Authentication

Copnection security: Mone v

Authentication method:  Password, transmitted insecurely

User Name: I taro I
Cancel I oK I
O ;::.:.-E.'."'_-:_- E]
v (- taro@srv.lab Outgoing Server (SMTP) Settings
Server Settings
Copies & Folders When managing your identities you can use a server from this list by selecting it as
Composition & Addressing the Outgoing Server (SMTP), or you can use the default server from this list by
Junk Settings selecting "Use Default Server”.
Disk Space taro - mail.srv.lab (Default)
. - LSIV. Add... .
S s — B 7 b 0%
pecurity Edit...
+ = Local Folders
Junk Settings SetDefault
Disk Space
+ Outgoing Server (SMTP) i
| Set Defaul |
(s ] ()
v || taro@srv.lab Outgoing Server (SMTP) Settings
Server Settings
Copies & Folders When managing your identities you can use a server from this list by selecting it as
Composition & Addressing the Outgoing Server (SMTP), or you can use the default server from this list by
Junk Settings selecting “Use Default Server". L\/( ﬁ’l] MmHDYH DH
Disk Space Add
Return Receipts - " A
Security 2 - mail.srv.la ault Edit.—.‘ Remove
v ® Local Folders
Junk Settings
#) oing Server (SMTP)
- Set Default

s ] DEret

Are you sure you want to delete the server:

mail.sre.lab?
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5. 774 ILY—/ B

BMSamba (& v )

Windows D774Vt 7 ubav¢d 3 SMB(CIFS) % Linux TfETX 3 X513V 7 b
Samba Z{# 9 & Windows DT 7 XA 78 =706 Linux D7 7 ANV AT LICT 7 ATE D

WEE5—1 [Samba #%EQ : Samba 4 ¥ A b — & Samba = — %3811 |
[samba)] (A v R & v 2% FHHAER)
sudo passwd root
—root L—H D PW iXiE
su -
—root L —YICLH
yum -y install samba
—Samba Z f v A F —v
systemctl start smb
—Samba % EH)
systemctl enable smb
—Samba D HBjEEH) % H 1L
useradd taro
—Linux = — ¥ %18/ ¥Samba = — ¥ & Linux 2 — ¥ (35l 7223,
Samba = —# & [6]—4 @ Linux T — #2372 \» & Samba 2 —HFITEMTE 2\
passwd taro
—taro Z— %D PW HE [tarol123]
pdbedit -a taro
—samba = — ¥iENN. PW [tarol123]

(3]

taro I X % SMB 7 7 & Zfigi%

<Windows >

IV A7 —F—DF FLAAN—C [¥¥<samba D X7V v 7 IP>]| & AS]
ID / PW [taro / tarol23 |

taro 7 AV E R 2 B T & R

taro 7 A L X test 7 A+ VX & FHHERK

<samba>

taro T—HFDF—LT 4L 7 FViCtest TA L2 FUDBDH DL EHER

11 /home/taro
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W—Iviav
TALZ P ETZ7ANEH LT, 2—=F -V =T TLILT 7 e REREGZ 2T L
We—3vavolf
FED3IXF + HBEDT 72 AR
R 3SCF 0 FTH A= T DT 7k AR
HDO3XF ¢ Zofhiz—% - A —TDT 7 & ZER
i SU |
w i EIARA]
X+ T
T 7 e AMERZ L
B—3Ivyavyorzx—VIigE
{5l FH 31l $ chmod a+w hello.txt X [T RCoz—Fic, EXARZEINT 3]
FEic, @B - HIkR3 25 OfifoifEx
O [EREZEZ 22— —]
a: I RCHOL—H—
u: EED AR
g MBI NV—TDH
0: ZDfhp 2 —H%—
@ [HERR x5 2 #:0F]
+ BT 3
CHIBRS 2
@ [#F3 2 HEIR]
r ¢ e ARIABIER
w i H ZIABMER
x ¢ RITHEIR
Be—3vyaryoz—yigE HE)
il FH {51 $ chmod 666 hello.txt
X [666] 13T _RCOL—HFICEHAL TN EZFFI L, EfT2ifF LW
MERR 2 % 10 R

000 0
--x 001 1
-w- 010
-wx 011 3
r-- 100 4
r-x 101 5
rw- 110 6
rwx 111 7
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WiHE5 — 2 [SambaFFEQ@ : HET 4L 27 P UEK GETH 727w ZW]) |
[samba)

mkdir /home/share
—HET 4L 7 b VIERK

chmod 777 /home/share
—>NX—3 vy aVk (77T ICEH

vi /etc/samba/smb.conf
—LUT % R ATICE N

comment = Public Space
#4 v b7 =2 LORREGML
browseable = yes
#7 7 ANMEBREDN—= I v v a VERIE. 7 7 A4 VITERK 766
create mode = 0766
#7 4L 7 P IERIE DN — v v a VEGE, T4 L2 B IRRKTT7
directory mode = 0777
#RER BT 574127 b ) DAR
path = /home/share
#37 ) vy () BEZAML
public = yes
#7 A N BOE 2 AWML, BB 25 nobody & 72 %
only guest = yes
#ooh o B & N, Fid OK
read only = no

—3EFH T4 L7 b ) HDEE% smb.conf IZIEN

systemctl restart smb
—Samba FECH)

(%3]

<Windows >
I A7 0 —7—"Ttaro 7 # VX DIEIC share 7 +# VAR R Z 5 T & Z R
share 7 # L XIC taro 7 4 L 7 b U 21ERK

<samba>
11 /home/share
share 74 L 27 b ViCtaro 74 L 27 P U 23B 5 Z & &R
N— Iy a v 777 THrA#E 23 nobody T» 5 Z & %1l
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W = — 3 OFEEEE HHI PR
Windows 13—FE7 7t A L7256 ID/PW 2L CL %S
D2 —FDT 7 2% EF 5 L LEBRICUMT 72 A L2 —FCHBIICT 7225 3
b2 —FTT 72X LwE, RAHEROHIRE FITT 2 LERH %
<Windows a~v F7uv 7 +> Xz/727vn—-5—%ALCff¥Ts2L
Pl TE iR D RN net use
el TE IR net use <V & — b 4> /delete

WHE 3 — [Samba HE® : FFEI/ NV —TOIHET 4 L7 b VER
[samba)
groupadd srv
—srv 7 bV — Z1ERK
usermod -G srv taro
—taro % srv 7 )L — ZIBN
usermod -G srv jiro
—jiro % srv 7 v — 7B
useradd goro
—srv 7V — IR L 72\ goro T — ¥ & B
passwd goro
—goro T —H% D PW HiE [gorol23]
pdbedit -a goro
—samba = —¥iBfIl, PW [gorol123]
mkdir /home/srv
—stv ZV—=7HoT 4 v 7 b UEK
chmod 770 /home/srv
SHEL—=FLFE I N =T DRT 7w AT[RERN— I v ¥ 3 v 770 ICAH
chown :srv /home/srv
—FiE 7V — 7EH
vi /etc/samba/smb.conf
— BT I BN

comment = Srv Group Space
#4 v b7 — 7 FOFR RV
browseable = yes
#7 7 AMERID N — 3y v a VRE, 7 7 4 VIZIRK 666

create mode = 0660
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#7 4L 7 P UEREE O N— v o a3 VERTE. T4 L2 MY IR 777
directory mode = 0770
#RERBMT 574127 b ) DAR
path = /home/srv
#srv 70— 7D BREFFA]
valid users = @srv
#poh o Bz L, FHih OK

read only = no

—stv I V=TT 4 L2 b Y OFKFE % smb.conf ITIESN
systemctl restart smb
—Samba FFECHE)
(k]
<Windows >
T 27u—7—%PU, FRLEHRZ AR
taro T —H¥TT 7k R
IV AT R—F—Ttaro 7 A VX DRED stv 7 AV XICT 7R ATE 5 & %R
stv 7 A VXl taro T 4 L 7 b U BVERK
T 2x7u—7—%PU, FRLEHRZ AR
jiro 2 —¥TT 7k A
IV AT =T —=Tjiro 7+ VEDED stv 7+ VKXICT 7 ATE % Z & *HER
stv 7 A VXU jiro T 4 L7 b Y BB
T 2A7u—7—%PU, FRLEHRZ AR
goro L—HTT 7 kA
IV AT —F—Tgoro 7+ VEXDRED stv 7 A+ VKT 7R ATERNT & ZHER
<samba >
1l /home/srv
stv7 4L Z FViCtaro T A L2 P JiroT ALY 3B DT L EHER
N=3yravRT0 THHEERZNETND Y TH D T & 2R
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6. FTP H—/ &

BMFTP (File Transfer Protocol) Df:#H A

TCP21 :
TCP20 :

200K — bESEMEC, #ENEAL T 7 4 V21X

S350 70 Fan
ﬂ@(774w%L§h?6#@®ﬁ

)
— X (7 7 A /VL§'1HIEH>
W7 /74 7%€—F

TI7T4T7EFE—F 21774 T b>P—o"—

20 /Y —N—>2 54T}

Davirto—naxrsyayv TCP21
VZa

»
»

<
<«

o -

QF—Faxrvayv

TCP20

XIITATVYMUDT 74T 7+ —T 20 FDHEED

Stk o N B EIER D
Ay Rx—Fv FPBEORLEL % 2 BEIZTEANICIEDSNS
(7547 v FRo@E

DRV IFFAENG)
W<y 7E—F

Ny T E—F 121 H/20FBORDOY L E K- PEBICITAT YV FoF—o3—

Qavirto—naxrsay

: TCP21
347} T e -

@F—%axrrsvav TCP X X

(1024~)

¥ty o 7 E— Fid. TCP20 #— M IfHib 7\

— R GBI CII ANy U T E—FThRWVWE DN R WEERSL W»
BFTP o~ F

FTP 2~v FH LI FTP V7 b &ffioT7 7 4 L hliik

2%
Windows TIZ FTP a~=v Fza~y F7a v 7 b FETH
ftp <FTP #—"—D [P or kX b %>

—FTP % —3—

(N F 2

Xavwv P77y 7 bex—IF1hb FTP EfeL 7= X, FTP £keaio
2IATVY M (a=An) DALY FT ALY EERT L EPEE

ex) Windows D55

Al [Wusers¥<a2—H¥>] AL v bFT 4L 27 )Y
Ayva—FT358. ALY T AL 2 P77 7AADBar—3Ins

Ty 7ua—F3386, ALYEFTALZMIDT7 7 ANV ET y7u—FKT&3
¥Linux ICEET A2 —F—Tua 4 viA]

AR VEE S BT 5 [anonymous| = —¥Td v /' 4 Y A[RET, PW A%
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Is

—FTP #—~—fll (VE—F) o7 741, T4V 2 ) -EE2ER
Idir

27747 Ml (a=Hn) 07 74N, FT4LIFY) —EEER

X[ 23222747 Ml (m=An) #EHT 5,
pwd

SFTP 4 —~—fll (VE—1) DALY FT 4L 27 MY 2FR

MFTP 7 E#E D FTP +—~—fll (VE—1}) ALY T 4L 27 VI

QA v I—FDF—LTA4LI Y

ex) taro DA [ /home/taro], anonymous D ¥4 [ /var/ftp ]
cd<74L27 V>

—FTP % —~—fll (VE—1}) OF 4L 27+ JigH)
led<7 4L 27 FU>

=7 74T Ml (m=hn) oF 4L 27+ )EH
get<7 7 A >

—FTP #—»~—fll (VE—}) OT77A4NEX Ty —F
put<”7 7 4 >

=2 7AT7VMIl (R=HhN) D7 F7ANET v Fu—F
delete <7 7 4 >

—FTP ¥ —~—fll (VE—1}) 774 r%2HlkR
mkdir<7 4L 27+ U>

—FTP #—~—fll (VE—1) 7417 b VIR
rmdir<7 4L 27 FU>

—FTP #—~—fill (VE—1}) ©oF 4L 2 Y HIE
type

—IRYEDHL%EE — F (ascii or binary) %3~
binary

—HRXE— F% binary ICEH, 7—2%2ZD0F X T 2E—F
ascii

SPLORE— % ascil ICEHE, 7FAPT—X%2KXDLE—F

K72 — FZ HEICBEIEL Tk 9 52— 1

XERPLFEIT7 7 4 V% ascii €— FTiED LN EEELH 5,
bye(quit)

—FTP #&hiz ik 7
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Wi 6 — 1 [FTPEEQD : VSFTPD £ & b —/L & anonymous BE#E D F%IE |
BiDOFEEH ML 7z samba 4 v 2 & v 2% #H
[samba)
su -
yum -y install vsftpd
vi /etc/vsftpd/vsftpd.conf
—anonymous IC X 27 v 7 u—FEBXU7T 4 L7 b UEREZAEML. T#] 25
anon_upload_enable=YES
anon_mkdir write_enable=YES
systemctl start vsftpd
systemctl enable vsftpd
chmod 777 /var/ftp/pub
—/var/ftp/pub DX — I v ¥ a3 V& 777 ICERIE
(k]
<Windows 2~ F 7mo v 7>
echo windows > ftp.txt
— [windows] &5 NED ftp.txt ZEAK
ftp <samba X7V v 7 P>
—taro/tarol23 ¢wr 7' 4 v
pwd
—AL v T4 L7 b Vo /home/taro TH % Z & % HER
Is
—>FTP %+ —"—fl] (VE—}) D/home/taro D7 7 AN, T4L 27+ —EEFER
Idir
=2 F7AT7 v Ml (m=An) DALY ET AL 7 FY DTN, T AN —EEERR
get test
—test 77 A NVEX Y vE—F
Idir
=7 74T Ml (m=Ahn) DALY FTALZ F) DIV, T AN —EE KR
test FIET 5 Z &
put ftp.txt
—ftptxt 7 v 7w —F
Is
—>FTP % —"—fl] (VE—}) D/home/taro D7 7 AN, T 4L 27 ) —EE2FR
ftp.txt BMFFET 5 Z &
mkdir ftpdir
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—FTP #— ~—{l] (VY E—F}) D/home/taro I ftpdir % {ERK
Is
—>FTP %+ —"—fl] (VE—}) ®/home/taro D7 7 AN, T 4L 27+ ) —EH2FER
fetpdir BMfFET 5 Z &
bye
—FTP % Yt
ftp <samba X7V v 7 IP>
—anonymous/pw ELTr 7' 4 v
pwd
ALY FTFALZ MU /] THDB L eER (KYi3/var/ftp)
Is
—FTP #—~—fll (VE—1) Dfvar/ftpD 774N, T4L 27 b)) —EE2FER
pub 23 H % T & HER
cd pub
—FTP #—~"—fll (VE—F) DALY F T4 L2 U % pub icFH) (K3 /var/ftp/pub)
put ftp.txt
—ftptxt Z7 v 7u—F
Is
—FTP ¥ — ~"—{] (V=E—1F) @ pub (KAiI/var/ftp/pub) D774V, 7 4VIM)—8 % KR
ftp.txt BSFET 5 Z &
mkdir ftpdir
—FTP #— "—{l] (VE— 1) @ pub (AKY(d/var/ftp/pub) I ftpdir % ERK
Is
—FTP % — "—f] (VE—1F}) @ pub (K%l /var/ftp/pub) D774V, 7 4VIMN—E % KR
ftpdir 23FET 5 2 &
bye
—FTP % Y]kt

WiEE 6 —2 [FTP#ED EC2A v ZRZ VA% FIP 2947 v FicT 3]

samba ZEE X T LEET L L

EC2—A4 v A% v A— [samba| £57 V v 7 —Image and templates—[FEk D 3 D % L) — L H)
=% =7 [mail file] >M—4 Y2 X v ZDERK

L v 22y 2D Name % [ftp_client| ICZH
[ftp_client] 7V v o —[xF2)T4] 27

—t¥ a2l T 47 V—7 Ixxxxxxx(samba-sg) | 7V v 7 —4 v "7 v FLr— L %&imE
—ZAT T RTCDL T 74 v 7] -V —2R [172.31.0.0/16] —— L% {117
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[ftp_client]
sudo passwd root
—NAY — FEGE
su -
echo ftp_client > /etc/hostname
—HEHRODHA VWA EEE T S
hostnamectl set-hostname ftp_client
SEBRICAHTIEEET 2 (WENRDOADT, ThETTEHEILZ5TICRS)
exit
su -
a7 A v LETLHEINZED S
yum -y install ftp
—ftpax v P24 VA=
echo ftp_client > ftp_client_file
— [ftp_client] &5 NED ftp_client_file Z{EK
ftp <samba ® 7*7 4 X— } IP>
—taro/tarol23 TH 7' £ v
pwd
—AL Y b7 4 L7 b Y /home/taro TH 5 T & HHER
Is
—FTP #— "—fl] (VE—1) ®/home/taro D7 7 AV, T 4L 27 }bY—EEFR
Idir (lIs ¢ OK)
=2 7AT7 VMl (B=Hhn) DALY FTALZ F)DIAN, T AN —EEFR
get test
—test 77 AN EX T va—F  Xtest 77AVA 72 WEFIE samba T [echo test > test| % FEfT
Idir (lIs ©% OK)
=2 7AT7 VMl (B=hA) DALY FTAL2 F)DIAN, T AN —EEFR
test FET 5 T &
put ftp_client_file
—ftp_client_file # 7 v 7w —F
Is
—FTP %+ — "—f] (VE— 1) D/home/taro D774V, T VN —& % TR
ftp_client_file ’fF7E3 5 C &
mkdir ftp_client_dir
—FTP #— "—{l] (VY £—1}) ®/home/taro iC ftp_client_dir % {EK
Is
—FTP % —"—fl (VE—1) ®/home/taro D7 74, T4L 27 F)—BEZFER
ftp_client_dir ’fF7ET 5 2 &
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bye
—FTP % Y]kt

BMSFTP (SSH File Transfer Protocol)
SSH @ TCP22 #{f L C7 7 4 Minikk REITITAZ B,
sshd (SSH 7 —<% ) <& % OpenSSH % {# [ L CTF|H "] HE
(OpenSSH I3l H 4 Y A b= LI N T 3)
D %4e7 7 7 A Mgk 7w haak LTSCP & FTPS 23% %
(SCP (x4 [l E il 2 A3, FTPS Z3FHE % [ 3 2 7z 0 S ldfili 7z )
SFTP & SCP (1 SSH Al % 2 RKEECTHIIEHERTE 2
(SFTP |Z FTP 2= ¥ FicflCE Y, SCPIE CP a~v ¥ FicflT\»2)
BSCP &
scp <A —IL> < ¥ —E>
NG S R EFEHA L2561 [ A7 2 v CHEH#EZIEET 2
scp -1 <P P> <o v —Ji> <a v —I>
ex) EHE [mail file| Z1H 554
scp -1 mail_file <2 ¥ —JC> <2 v’ —4E>
<A =SBV E—FDOEAHIT <2 —F>@<IP T FLRA><T7 7 A VE>] Lwnw)ER
scp -1 <HE P> <a ¥ —JT> <2 —¥>@<IP 7 F L A>:<7 7 4 V4>
ex) PAEHE [mail file] ZfHwv, ALY FT AL 27 FY) D7 7 4N [mail file] %, 2 —% [taro]
<IP [1.234] icav—3 2354
scp -1 mail_file mail_file taro@1.2.3.4:mail_file
<av—Ji>b<ab —>TTI 7 ANELBE L TRV <7 74 V4> 13E8KA]
scp -1 mail_file mail_file taro@1.2.3.4:
BMSFTP &
sftp <2 —¥F>@<$fie o IP>
NS R EFH L2561 [ 7Y 2 v CHEREIEEST 5,
sftp -1 <HE B> <=2 — I >@<¥hie st P>
ex) WS [mail file] ZfHvs, = —% [taro] TIP [172.16.1.1] i+ 284
sftp -i mail_file taro@172.16.1.1
W#HE 6 — 3 [SFTP 3%
[samba)

su -

e

systemctl stop vsftpd
—SFTP I3 L 7\ <, VSFTPD #{£1k9 %
EHLCwARWC E2HIEICT 2720, A TEHEIET2)
cp -rp /home/ec2-user/.ssh /home/taro/.ssh
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—ec2-user DF-L7 AVIMIZH B [.ssh] ZHFE T & taro DF-L7 VNI av—3 3
¥SSH o
c FZa2—H¥D [ssh] OoFicH % [authorized_keys| 1 SSH FHHONBIRAEZIAALTH S
- 5=L7" 4VJMIC [.ssh/authorized_keys] 2372 17 1LiE, Z D2 —F Z#H L C SSH 28T & 7n\»
cHLnF =T EZE- 725A1E Tauthorized_keys] ICABHEZEMTNIE, ZDF -7
ZfHF L < SSH AlHE
- [.ssh] & Tauthorized_keys] 13-¥— 3 v ¥ a vIicKAEZ20 208 H %
.ssh = 700
authorized_keys = 600
chown -R taro:taro /home/taro/.ssh
>N —=3IyvaviF EERO@EY Ik oTWER, FTEE. It 7V — 7% [ec2-user] TH 5
72%. [taro| ICEHET 2
echo abcdef > /home/taro/sftpfile
—SFTP TX v vu— %3700 7 7 4 [sfrpfile] %1ERK
<Windows 2~ F 7ma v 7>
cd <mail_file 8% 574127 F V>
—mail_file % %7 4 L 7 bV IicBH)
scp -1 mail_file mail_file ec2-user@<ftp_client X7V v 7 IP>:
—EHE % ftp_client I SCP Tav—13 3
ftp_client ICHB&HE %% 5 T & T ftp_client 7> 5 samba IC SFTP##iT& 2 X 5 1c7%x 3
xZ PEM icd 2 &
(3]
[ftp_client]
X [su) #FICET 5
pwd
— [/home/ec2-user] TH 2 T &,
11
—SCP Cav' — L7 [mail file] 2% 22 &,
chmod 600 mail_file
SWEHED - v avk [600] ICZH
¥ a2V T4 DD, EHE [600] ko TWawn EHHTE R
sftp -1 mail_file taro@<~7 7 4 X— } P>
—FEEGE [mail file| Z{#H L., =—¥% [taro] T<7 74 X— } IP>Ic SFTP £§i
[sftp>] 7w v 7R H5 L,
X [sftp>] o 7w v 7 b CcHffh,
pwd
—VE—FDALY T 4L 27 FID [/home/taro] THB T L,
Is
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— U E—}ic [sftpfile] 23H % Z &,

get sftpfile
SXyyu—FTELI L, RATE 22 L 2l
s
SU—ANDALY T 4 L2 VT [sfipfile] 3B 2 Z &,
mkdir sftpdir

—JE—FrDAL VY FT 4 L7 bVIC [sftpdir] Z1ERK.
Is

—VYE— M [sfepdir] 23H2 &, FATE 5 L 2L,
bye

—SFTP &z 1o
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